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Staying safe online:  
10 practical ways to safeguard  
your money and information

In an increasingly digital world and financial sector, fraudsters are 

becoming more sophisticated. Financial institutions and consum-

ers alike should be aware of the most common risks and the best 

practices they can take to protect sensitive information. 

This guide highlights the most frequent scams to be aware of and 

shares the practical steps you can take to protect yourself, your 

identity and your money. 

1. Take your time – fraudsters rely on pressure
Scammers often try to make you act quickly, before thinking 

clearly. They may:

 	 ▪ Create a false sense of urgency (“You must act now” or “Your 

account will be closed”).

 	 ▪ Pretend to represent a trusted institution (your bank, HMRC, the 

police, a delivery company).

 	 ▪ Use pressure tactics (threats, limited time offers, emotional sto-

ries) to prompt quick action.

What you can do:

 	 ▪ Stay calm and take a moment before responding. Legitimate 

organisations will never pressure you to make immediate finan-

cial decisions.

 	 ▪ If in doubt, end the conversation and contact the organisation 

using a phone number or website you already trust, not the one 

they provided in the message.

2. Keep passwords and full security codes private
A reputable bank or wealth manager will never ask for:

 	 ▪ Your full online banking password or PIN.

 	 ▪ Your full card number and security code by email, text or phone.

 	 ▪ A one-time passcode (OTP) or verification code to “cancel a 

payment” or “reverse a fraud”. 

Genuine providers may occasionally ask for specific characters 

from a password, PIN or card number (for example, the second 

and third digits of a four‑digit PIN) to confirm your identity.

What you can do:

 	 ▪ Keep passwords and security codes strictly confidential. 

 	 ▪ If someone unexpectedly asks for them, end the conversation 

– even if the caller ID appears legitimate. Caller information can 

be spoofed.

3. Be suspicious of unexpected contact
Fraud often starts with an unexpected:

 	 ▪ Phone call

 	 ▪ Text message (SMS or WhatsApp)

 	 ▪ Email

 	 ▪ Social media message

Even messages that look professional or use real logos may be 

fraudulent.

At a glance 

 	 ▪ Understand the risks and stay informed about how 

fraudsters typically operate. 

 	 ▪ There are a series of simple steps you can put in place to 

verify requests and stay confident online. 

 	 ▪ LGT Wealth Management utilises rigorous cybersecurity 

processes to ensure the safety of its clients and partners. 
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What you can do:

 	 ▪ Avoid clicking on links or opening attachments in messages you 

weren’t expecting.

 	 ▪ If you receive an unexpected call about your personal banking, 

end the call and contact the company using a number on its 

website, the back of your card or your regular relationship man-

ager.

4. Watch out for impersonation scams
In impersonation scams, criminals pose as trusted organisa-

tions or individuals to convince you to move money or share sen-

sitive information. They may claim to represent:

 	 ▪ Your bank or wealth manager.

 	 ▪ Government agencies or tax authorities.

 	 ▪ Police or law enforcement.

 	 ▪ Well-known delivery or utility companies.

They will often:

 	 ▪ Use spoofed phone numbers or email addresses that appear 

genuine.

 	 ▪ Know personal details about you. 

 	 ▪ Ask you to move money to a “safe account” or confirm trans-

actions urgently.

Scammers are also increasingly using deepfakes – highly realistic 

fake audio or video generated by Artificial Intelligence (AI) – to 

make these scams more convincing. For example, they may:

 	 ▪ Use a fake video or voice message that looks or sounds like your 

adviser, a senior company executive or a family member.

 	 ▪ Imitate someone’s tone, accent and mannerisms to pressure you 

into acting quickly.

 	 ▪ Send pre-recorded voice notes or video clips instead of speaking 

live, to hide glitches or inconsistencies.

What you can do:

 	 ▪ Treat any unexpected request about payments or security mat-

ters with caution, even if it sounds convincing or uses the correct 

personal details. 

 	 ▪ Be extra careful with instructions received by voicenote or video 

– if anything feels unusual (such as tone, urgency or wording), 

independently verify them using known contact details.

 	 ▪ Never move money to a “safe account” on the instruction of a 

caller or texter – this is a common fraud tactic.

 	 ▪ End the conversation and contact the organisation using details 

from its official website or your usual relationship manager.

 	 ▪ Where possible, agree a trusted communication route with your 

bank or adviser and use only that for financial instructions.

5. Use strong, unique passwords
Weak or repeated passwords make it easier for criminals to 

gain access to your accounts.

What you can do:

 	 ▪ Use a different password for your email than for banking or 

investment accounts.

 	 ▪ Choose long, memorable passwords rather than short and com-

plex ones.

 	 ▪ Use a passphrase made of several random words (for example: 

blue-mountain-window-garden).

 	 ▪ Consider using a reputable password manager to store and cre-

ate strong passwords for you.

Your email account is especially important. If criminals access your 

email account, they may be able to reset other passwords thereby 

weakening your cybersecurity in all areas, including banking. 

6. Turn on two-step verification (where available)
Two-step verification (also called two-factor authentication or 

2FA) adds an extra check when you log in – for example, a code 

is sent to your phone or generated by an app as an additional step, 

after entering your usual email/username and password.

This matters because even if someone knows your password, they 

cannot access your account without the second step – and the 2FA 

code will be accessible via your phone/app only.

What you can do:

Turn on two-step verification for:

 	 ▪ Email accounts

 	 ▪ WhatsApp

 	 ▪ Online banking and investment portals

 	 ▪ Major services you rely on (e.g. cloud storage)

7. Check payment details very carefully
Criminals may try to redirect payments by sending a fake in-

voice or an email appearing to come from a trusted contact with 

“updated bank details.”

What you can do:

 	 ▪ Always verify payment details using a trusted method (for ex-

ample, by calling a known number of your adviser) before mak-

ing new or large payments.

 	 ▪ Take extra care when sending large payments (such as property, 

investments or business payments) or when details change un-

expectedly. 

 	 ▪  Treat any change of payment details as suspicious until con-

firmed through a trusted channel.
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Important information
LGT Wealth Management UK LLP is authorised and regulated by the Finan-

cial Conduct Authority Registered in England and Wales: OC329392. Regis-
tered office: 14 Cornhill, London, EC3V 3NR.

LGT Wealth Management Limited is authorised and regulated by the  
Financial Conduct Authority. Registered in Scotland number SC317950 at 
Capital Square, 58 Morrison Street, Edinburgh, EH3 8BP.

LGT Wealth Management Jersey Limited is incorporated in Jersey and is 
regulated by the Jersey Financial Services Commission in the conduct of  
Investment Business and Funds Service Business:102243. Registered office: 
Sir Walter Raleigh House, 48-50 Esplanade, St Helier, Jersey JE2 3QB.

LGT Wealth Management US Limited is authorised and regulated by the 
Financial Conduct Authority and is a Registered Investment Adviser with the 
US Securities & Exchange Commission (“SEC”). Registered in England and 
Wales: 06455240. Registered Office: 14 Cornhill, London, EC3V 3NR.

This publication is marketing material. It is for information purposes only. 
Certain services described herein are not available to retail clients as defined 
by the FCA or the JFSC, as applicable; please speak to your investment advis-

er for further clarification in this regard. All services are subject to status and 
where local regulations permit. The wording contained in this document is not 
to be construed as an offer, advice, invitation or solicitation to enter into any 
financial obligation, activity or promotion of any kind. You are recommended 
to seek advice concerning suitability from your investment adviser. Any infor-
mation herein is given in good faith, but is subject to change without notice 
and may not be accurate and complete for your purposes. This document is 
not intended for distribution to, or use by, any individual or entities in any 
jurisdiction where such distribution would be contrary to the laws of that ju-
risdiction or subject any LGT Wealth Management entity to any registration 
requirements. When we provide investment advice it is on the basis of a re-
stricted approach where we consider a restricted range of products or provid-
ers rather than assessing the whole market.

Investors should be aware that past performance is not an indication of 
future performance, the value of investments and the income derived from 
them may fluctuate and you may not receive back the amount you originally 
invested.

8. Be careful what you share online
Fraudsters often build profiles using information from social 

media, company websites and online directories to make scams 

more convincing.

What you can do:

 	 ▪ Review your social media privacy settings regularly.

 	 ▪ Avoid sharing details such as your full date of birth, home ad-

dress, names of family members or pets (often used in security 

questions or passwords) or travel plans.

 	 ▪ Be selective when accepting new connection requests or follow-

ers.

9. Keep your devices up to date
Simple maintenance can significantly reduce risk.

What you can do:

 	 ▪ Keep your phone, tablet and computer updated with the latest 

software.

 	 ▪ Install trusted security software where appropriate.

 	 ▪ Only download apps from official app stores.

 	 ▪ Avoid using public Wi Fi for sensitive tasks like online banking. 

If necessary, use your mobile data or a trusted private network.

10. If something feels wrong, act quickly and speak up
Anyone can be vulnerable to sophisticated scams. Fraudsters 

depend on hesitation or embarrassment to delay action. 

If you think you may have shared personal or security details, 

clicked a suspicious link or sent money to the wrong account, take 

swift steps to protect yourself. 

What you can do:

 	 ▪ Contact your provider immediately using a trusted number.

 	 ▪ Notify your relationship manager or regular contact.

 	 ▪ Change any passwords you think might be affected.

 	 ▪ Keep records of what happened (emails, texts, screenshots, 

times and amounts).

Reporting the incident quickly can limit the damage and may help 

recover funds.

Summary: your simple security checklist
Use this quick checklist to stay safe:

 	 ▪ Pause and do not rush before acting on any message about your 

money.

 	 ▪ Never share full passwords, card details, PINs or one-time codes.

 	 ▪ Be cautious of unexpected calls, emails and texts.

 	 ▪ Verify payment details before sending large sums.

 	 ▪ Use strong, unique passwords and two-step verification where 

possible.

 	 ▪ Limit the personal information you share online.

 	 ▪ Contact your provider immediately if something seems wrong.

Staying safe doesn’t require technical expertise – just a few con-

sistent habits and a healthy level of caution. If you are ever unsure, 

it is always better to ask and verify before acting.

At LGT, the cybersecurity of our clients is of the utmost impor-

tance. We implement rigorous security measures, ensure all nec-

essary legal, regulatory and business requirements are met and 

provide our security functions with the resources and expertise 

they need to safeguard sensitive information.   

For further free guidance you can visit UK law enforcement cyber-

crime service Report Fraud or the UK’s Serious Fraud Office.

https://www.reportfraud.police.uk
https://www.gov.uk/government/organisations/serious-fraud-office

